
Office of Information Technology- SWH 

Title: Microsoft Unified Enterprise Support and Cybersecurity Incident Response 

Description: Microsoft Unified Enterprise Support offers proactive services, incident management, and 
health checks for both cloud and on-premises environments. The Cybersecurity Incident 
Response service provides rapid threat detection, incident management, and 
post-incident analysis, ensuring robust support and security for Galveston County's IT 
infrastructure. 

For who: Information Technology 

Location: 722 Moody. Suite 202 

When needed: 03/15/2025 

Justification: The combined Microsoft services offer specialized support and proactive services for 
both cloud and on-premises environments. This includes incident management, health 
checks, optimization of Microsoft technologies, and rapid threat detection with 
post-incident analysis to enhance IT security. 

Item 

Year-1 Payment 2025133,124.31 
Year-2 Payment 2026 143,108.43 
Year-3 Payment 2027 156,311.69 

Average yearly cost: $144,181.47 

Is this item budgeted: lvl Yes □ No 

If not budgeted, describe 

how item is to be funded?: 

Is this a renewal?: lvl Yes D No 

DIR Contract?: lvl Yes D No 

Account: 

Submitted by: Firas Azez 

Qty Per Unit$ Total 

Total spend: $432,544.43 

Budgeted amount: $163,000.00 

Current expiration date: 03/15/2025 

Date: 2/12/2025 



REQUEST ID-# 40506 

FW: Unified Enterprise Support - County of Galveston 
Requested by Witmer, Misty on Feb 13, 2025 09:35 AM I Approval Status: Not Configured 

Request Details 

Request Type Service Request 

Status Open 

Requester Details 

Requester Name Witmer, Misty 

Site Base Site 

Group Business Office 

Technician Not Assigned 

Total Cost 0.0 $ 

Has your department Yes 
budgeted for this? 

Date Needed Completed Feb 18, 202511:26 AM 
By: 

OIT Business Office Use Only 

Fiscal Year Not Assigned 

Maintenance Not Assigned 

Submitted By: NotAssigned 

Created Date Feb 13, 2025 09:35 AM 

Due by date Feb 27, 2025 09:35 AM 

Response Due Date Not Configured 

Emails to Notify -

Description 

Created By System 

Template Purchase Supplies or Services 

SLA 10 Day Resolution 

Please assign to the Business Office for procurement. 

Misty Witmer 
Chief Information Officer, Galveston County Office of Information Technology 
NOfElO OURCUSTOIIERS:To ensum >011' ~chnolcgy-n:faed needaiftbeing ca.ixured, al inqF.1m8aidreql.le-Osho,Jd be aad.ed to our 
IT Se~ Desk -..ia fie W!b porui, itmilirtg tid:.els ft'.1~aur:.tytx .~ or ca&ig X260i. 

From: Azez, Firas <Firas.Azez@galvestoncountytx.gov> 
Sent: Wednesday, February 12, 2025 4:17 PM 

Mode E-Mail 

Level Tier 1 

Assets -

Category Purchasing 

Sub Category Services 

Item NotAssigned 

Budget Amount Not Assigned 

DIR Contract Not Assigned 

Submitted Date Not Configured 

Responded Time Not Configured 

Completed Time Not Configured 

Department Information Technology 

Service Category Purchasing 

To: Witmer, Misty <Misty.Witmer@galvestoncountytx.gov>; Michaels, Lauren <Lauren.Michaels@galvestoncountytx.gov> 



Cc: Martinez, Chris <Chris.Martinez@galvestoncountytx.gov>; Brownson, Brian <Brian.Brownson@galvestoncountytx.gov> 
Subject: Fw: Unified Enterprise Support - County of Galveston 

Hi Misty, 

Brian and I carefully reviewed the agreement. It covers all essential support aspects and will benefit the entire OIT team. Please review it and let 
me know if you have any questions. 

@Michaels, Lauren 5WH form is attached. 

Sincerely. 

Firas Azez I I.T Infrastructure Manager ft 722 Moody, 2"' floor, Galveslon, lX TT550 "71 "I ~ firas.ezez@galvestoncountyb<.gov 
MCSE-b,(ra[MCSF-Clo.d/MCUF·E""Ji'U<IMCSA·S<ari]ICSISICCDAIITILvl 

\,. 409.TT0.6200 

~ ~ 
OI·TICI: (~j" INFOIUIATIO:\ Trc I-1:\0LOGY I 

,..,. NOlETOOURCUSTOIIERS: Toensureyourtechnology-rela1ed needs are captured, al ilquiies and requests should be 
ct.eded lo ou- IT Se!vioe llesk w, lhe web portal, emailing lickeb ~go,-or caling X2615. 

From: Leslie Foster (Accenture International Limite) <v-lfoster@microsoft.com> 
Sent: Monday, February 10, 2025 10:13 AM 
To: Azez, Firas <Firas.Azez@galvestoncountytx.gov> 
Cc: Jason Gibson <jasongibson@microso~com> 
Subject: Unified Enterprise Support - County of Galveston 

Hello Firas, 

galvestoocoun1yll< gov 

Hope your day is going well! My apologies for the delay. Please find attached the multi-year Unified support renewal agreement for the County of Galveston. 
Pricing is the same as the proposal with the exception of Year 3. All contracts go through a compliance review. In this review, it was identified that Year 3 was out 
of compliance by $1,000. Year 3 went from $155,311.69 to $156,311.69. I am available today after 1:30 pm to discuss further if needed. 

Please note: 

• Microsoft does not require a PO for any orders. If you will be using a PO, please make your PO payable to: 

Microsoft Corn.oration (Net 30) 

One Microsoft Way 

Redmond, WA 98052 

• Microsoft no longer accepts checks as payment. Payment will need to be EFT/ACH. The remit Information will be on your Invoice 

• Please provide your tax-exempt certificate should your invoice not be taxed. 

Please let me know if I can assist further. Thank you for your partnership! 

Best regards, 

Leslie Foster 

SMC Support Sales Specialist 
v-lfoster@microsoft.com 
(470) 571-1204 (Direct) 

Upcoming 000 

Microsoft 



Privaq, Statement 
Microsoft Corporation 
One Microsoft Way 
Redmond, WA 98052 

Confidentiality Notice: This document, and all information contained herein is the Confidential information of Microsoft and is disclosed to you pursuant to, and protected under, your company's 
nondisclosure agreement with Microsoft. Do not reshare unless expressly authorized by Microsoft in writing. Further, this document is for discussion purposes only, subject to change, and should 
not be interpreted as a binding agreement or commitment on the part of Microsoft. 

Requester Details 

Witmer, Misty 
misty.witmer@galvestoncountytx.gov 

Employee ID 

Phone 

Mobile 

Job Title 

Site 

Department 

Reporting Manager 

Test 

E100765 

+14097705409 

Chief Information Officer 

Base Site 

Information Technology 

Assets belonging to the User 

Name Product Product Type 

Spare# 5 Nighthawk M6 Air Cards 

PHDGH05353 Laser] et Pro M404dw Printer 

FCH2049FN U6 UC Conference Phone - 8841 Desktop Phones 

1L86WN3 U2722D Monitor 

OF00Q1823083BF Surface Pro 9 Workstation 

Asset Type Product Manufacturer Warranty Expiry Date 

Asset Netgear 

Asset HP 

Asset Cisco 

Component Dell 

Asset Microsoft 



■ 
■ Microsoft 

Microsoft Enterprise Services Work Order TX DIR CP0-4911 ~---- --- - -~ 
Work Order Number GVS12503-1011543-1011543 

(Microsoft Affiliate to complete) ,___ _______ __ ____, 

This Work Order consists of the terms and conditions below, and the provisions of the Microsoft 

Master Services Agreement reference U9038431, effective as of 11/15/2021 (the "Agreement"), 

the provisions of the Description of Services applicable to the Professional Services identified in 

this Work Order, and any attachments or exhibits referenced in this Work Order, all of which are 

incorporated herein by this reference. In this Work Order "Customer," "you," or "your" means the 

undersigned customer or its affiliate and "Microsoft", "we," "us," or "our" means the undersigned 

Microsoft affiliate. 

By signing below the parties acknowledge and agree to be bound to the terms of this Work Order, 

the Agreement and all other provisions incorporated in them. This Work Order is effective as of 

the date that Microsoft signs this Work Order. Regardless of any terms and conditions contained 

in a purchase order, if any, the terms of this Work Order apply. 

Customer 
----------------------------------

Name of Customer (please print) 

County of Galveston 

Signature 

v? - ..-.. -
.r;;,,"~ -- - - {.. - ) 

Name of person signing (please pri~ 

Mark Henrv 

Title of person signing (please print) 

County Judge 

Signature date 

March 3, 2025 

Name of Customer or its Affiliate that executed the Agreement (if different from 
Customer above) 
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Microsoft Affiliate 

■ 
■ Microsoft 

----------------------------------
Name 

Microsoft Corporation 

Signature 

Jod (Feb 19, 202517:18 ES!) 

Name of person signing (please print) 

Josh Stikeleather 

Title of person signing (please print) 

Support Specialist 

Signature date (effective date) 

Feb 19, 2025 

Does Customer issue or require a customer purchase order for the payment of Microsoft Services? 

[D ] Yes or [ ] No 

If "No" is selected above, Customer represents and warrants that it does not require purchase 

order(s) be submitted to Microsoft for payment of the Microsoft Services Fees listed herein. 

Customer will not withhold payment of Microsoft's invoice due to the absence of a purchase order 

reference. 

If no purchase order is required, Customer must complete "Customer invoice information" below 

and ensure it is accurate or revised in a timely manner. Further, the below "Customer invoice 

information" must be completed prior to: (a) Customer signing this Work Order; and (b) Microsoft 

invoicing Customer. 

Customer invoice information 

Name of Customer Contact Name (Receives invoices under this Work Order) 

COUNTY OF GALVESTON Firas Azez 

Street Address Contact E-Mail Address 

Accounts Payable 722 Moody, 4th Floor Fi ras.Azez@ga lvestoncou ntytx.gov 

City State/Provi nee Phone 

GALVESTON Texas 409-770-6200 

Country Postal Code Fax 

United States 77550 
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Support Services and Fees 
Term. 

■ 
■ Microsoft 

Microsoft Enterprise Support Services will commence on 3/15/2025 (the "Support 

Commencement Date") and will expire on 3/14/2028 (the "Support Expiration Date"). 

Description of Services. 

Please refer to the current Unified Support Services Description ("USSD") which will be 

incorporated by reference and is published by Microsoft from time to time at 

www.microsoft.com/unified-support-services-descri ption . Microsoft may update the support 

services you purchase under this agreement from time to time, provided that the level of support 

services you purchase will not materially decrease during the current Term. 

Services by Support Location: 

YEAR 1 I Unified Enterprise Support - 2025-26 USA - SLG - Enterprise 

West 3/15/2025 - 3/14/2026 

Quantity Service I Service Type 

Included Enterprise Advisory Support Hours As-needed Advisory Services 

Included Enterprise Azure Problem Resolution Hours Problem Resolution Support 

As-needed 

Included Enterprise On-demand Assessment On-Demand Assessment 

Included Enterprise On-Demand Assessment - Setup On-Demand Assessment 

and Config Service As-needed Remote 

Included Enterprise On-Demand Education On-Demand Education 

Included Enterprise Online Support Portal Administrative 

Included Enterprise Problem Resolution Hours As- Problem Resolution Support 

needed 

Included Enterprise Reactive Support Management Service Delivery Management 

Included Enterprise Service Delivery Management Service Delivery Management 

Included Enterprise Webcasts As-Needed Webcast 

Included Reactive Enabled Contacts Problem Resolution Support 

YEAR 1 I Enhanced Designated Engineering I Modern Work - 2025-26 USA - SLG -

Enterprise West 3/15/2025 - 3/14/2026 

Quantity Service Service Type 

Included Service Delivery Management Extended Service Delivery Management 

200 hr Enhanced Designated Engineering Modern Designated Support Engineering 

Work 
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■ 
■ Microsoft 

YEAR 1 I Enhanced Security I Cybersecurity Incident Response - 2025-26 USA - SLG - I 

Enterprise West 3/15/2025 - 3/14/2026 

Quantity Service Service Type I 
Included Service Delivery Management Extended Service Delivery Management 

150 hr Cybersecurity Incident Response Service Security Services 

YEAR 1 I Unified Proactive Services Add on I Unified Proactive Svcs Enterprise Security - I 

i 

2025-26 USA - SLG - Enterprise West 3/15/2025 - 3/14/2026 
I 

Quantity Service Service Type 
I 

Included Service Delivery Management Extended Service Delivery Management 

1 ea Onsite Visit Onsite Support 

YEAR 2 I Unified Enterprise Support - 2026-27 USA - SLG - Enterprise I 

West 3/15/2026 - 3/14/2027 

Quantity Service Service Type I 
I 

Included Enterprise Advisory Support Hours As-needed Advisory Services 

Included Enterprise Azure Problem Resolution Hours As- Problem Resolution Support 

needed 

Included Enterprise On-demand Assessment On-Demand Assessment 

Included Enterprise On-Demand Assessment - Setup and On-Demand Assessment 

Config Service As-needed Remote 

Included Enterprise On-Demand Education On-Demand Education 

Included Enterprise Online Support Portal Administrative 

Included Enterprise Problem Resolution Hours As- Problem Resolution Support 

needed 

Included Enterprise Reactive Support Management Service Delivery Management 

Included Enterprise Service Delivery Management Service Delivery Management 

Included Enterprise Webcasts As-Needed Webcast 

Included Reactive Enabled Contacts Problem Resolution Support 

YEAR 21 Enhanced Designated Engineering I Modern Work - 2026-27 USA - SLG -

Enterprise West 3/15/2026 - 3/14/2027 

, Quantity I Service Service Type 

Included Service Delivery Management Extended Service Delivery Management 

200 hr Enhanced Designated Engineering Modern Work Designated Support 

Engineering 
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■ 
■ Microsoft 

YEAR 21 Enhanced Security I Cybersecurity Incident Response - 2026-27 USA - SLG -

Enterprise West 3/15/2026 - 3/14/2027 

Quantity Service Service Type 

Included Service Delivery Management Extended Service Delivery Management 

150 hr Cybersecurity Incident Response Service Security Services 

YEAR 2 I Unified Proactive Services Add on I Unified Proactive Svcs Enterprise Security -

2026-27 USA - SLG - Enterprise West 3/15/2026 - 3/14/2027 

Quantity Service Service Type 

Included Service Delivery Management Extended Service Delivery Management 

1 ea Onsite Visit Onsite Support 

YEAR 3 I Unified Enterprise Support - 2027-28 USA - SLG - Enterprise 

West 3/15/2027 - 3/14/2028 ' 
I 

Quantity Service Service Type i 
Included Enterprise Advisory Support Hours As-needed Advisory Services 

Included Enterprise Azure Problem Resolution Hours Problem Resolution Support 

As-needed 

Included Enterprise On-demand Assessment On-Demand Assessment 

Included Enterprise On-Demand Assessment - Setup On-Demand Assessment Remote 

and Config Service As-needed 

Included Enterprise On-Demand Education On-Demand Education 

Included Enterprise Online Support Portal Administrative 

Included Enterprise Problem Resolution Hours As- Problem Resolution Support 

needed 

Included Enterprise Reactive Support Management Service Delivery Management 

Included Enterprise Service Delivery Management Service Delivery Management 

Included Enterprise Webcasts As-Needed Webcast 

Included Reactive Enabled Contacts Problem Resolution Support 

YEAR 3 I Enhanced Designated Engineering I Modern Work - 2027-28 USA - SLG -

Enterprise West 3/15/2027 - 3/14/2028 I 

1 

Quantity Service : Service Type I 
Included Service Delivery Management Extended Service Delivery Management 

200 hr Enhanced Designated Engineering Modern Designated Support Engineering 

Work 
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■ 
■ Microsoft 

YEAR 3 I Enhanced Security I Cybersecurity Incident Response - 2027-28 USA - SLG -

Enterprise West 3/15/2027 - 3/14/2028 

Quantity Service Service Type 

Included Service Delivery Management Extended Service Delivery Management 

150 hr Cybersecurity Incident Response Service Security Services 

YEAR 3 I Unified Proactive Services Add on I Unified Proactive Svcs Enterprise Security -

2027-28 USA - SLG - Enterprise West 3/15/2027 - 3/14/2028 

Quantity Service Service Type 

Included Service Delivery Management Extended Service Delivery Management 

1 ea Onsite Visit Onsite Support 

Support Services Fees. 

The items listed in the table above represent the services that Customer has purchased for use 
during the term of this Work Order, and applicable fees are shown in the table below. Microsoft 
Support Services are non-refundable and prepaid at year one and subsequent anniversaries of the 
Support Commencement Date. Before Microsoft commences provision of Microsoft Support 
Services, Microsoft must receive a signed copy of this Work Order and Customer's payment, 
purchase order or, if applicable, completed Customer invoice information above. Microsoft will 
invoice Customer, and Customer agrees to pay Microsoft within 30 calendar days of the date of 
Microsoft invoice. Please note that failure of payment to Microsoft may result in service 
suspension. Microsoft reserves the right to adjust Microsoft fees in connection with implementing 
any changes requested by Customer to the Microsoft Support Services ordered herein. Any 
modified fees will be documented in an amendment. 

Cybersecurity Incident Response Services Fees. 

The Cybersecurity Incident Response Services hours listed in the table below are the services that 
Customer agrees to pay up front for use during the term of the Cybersecurity Incident Response 
Services. Accordingly, Customer agrees to pay up front in full the Total Estimated Fees shown in 
the table below for the Cybersecurity Incident Response Services. All fees paid up front are non­
refundable. Any Cybersecurity Incident Response Services hours not consumed prior to the 
Cybersecurity Incident Response Services Expiration Date will be forfeited. The Total Estimated 
Fees do not include fees for Products. Customer will pay Microsoft within 30 calendar days of the 
date of Microsoft invoice. 
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Yearl Year2 
Support Services 

Fee Summary 
3/15/2025- 3/15/2026 -
3/14/2026 3/14/2027 

Appraised Product Spend 853,382.00 853,382.00 
Unified Base Ent 67,573.85 67,573.85 
Sub-Total: Microsoft Unified 67,573.85 67,573.85 
Pro Svs Ent AddOn Sec 2,000.00 2,000.00 
EDE Modern Work 84,350.00 84,350.00 
CybersecurityEnhancedSolutions 92,950.00 92,950.00 
Add-Ons 179,300.00 179,300.00 
Add On Adjustment (88,749.54) (78,765.42) 
Flex Allowance (25,000.00) (25,000.00) 
Subtotal Add-Ons 65,550.46 75,534.58 
Total Fees (excluding taxes) $ 133,124.31 $143,108.43 

I· 
I 

! Year3 

■ 
■ 

3/15/2027-
3/14/2028 

853,382.00 
67,573.85 
67,573.85 
2,000.00 

84,350.00 
92,950.00 

179,300.00 
(65,562.16) 
(25,000.00) 
88,737.84 

$ 156,311.69 

Microsoft 

Total (USD) 

2,560, 146.00 
202,721.55 
202,721.55 

6,000.00 
253,050.00 
278,850.00 
537,900.00 

(233,077.12) 
(75,000.00) 
229,822.88 

$ 432,544.43 

Cybersecurity Incident Response Services Fees will not exceed the Total Estimated Fees indicated 
in the table above without prior approval from Customer and a mutually acceptable amendment 
to this Work Order. In the event that such approval must be sought, but is not provided, 
notwithstanding anything to the contrary, Customer acknowledges and agrees that Microsoft has 
no further obligation to continue providing Cybersecurity Incident Response Services. 

The Microsoft Unified fees described above are based on a tiered rate structure along with the 
total value each year for Customer's validly licensed, commercially released and generally available 
Microsoft products, and cloud services subscriptions as identified in Appendix A of this Work 
Order (collectively, the "Appraised Product Spend") to calculate Customer's Microsoft Unified fees 
for the 3 Years Support Term. 

Prior to each contract anniversary of the Support Commencement Date, Customer's Appraised 
Product Spend will be re-calculated for the upcoming contract year. If Customer's product spend 
increases over the previous 12 months ("Actual Product Spend") by more than five percent (5%) 
above the Appraised Product Spend shown for that year in the Support Services Fee Summary 
table above, Microsoft will recalculate the associated Microsoft Unified fees for the upcoming 
contract year. The recalculated Microsoft Unified fees will be based on the Actual Product Spend 
and the Unified rates listed in the Rate Table below. Microsoft will invoice the customer for the 
difference between the re-calculated price and the original scheduled Microsoft Unified fees sub­
total from the Support Services Fee Summary table above. Customer agrees to pay Microsoft 
such additional amounts within 30 calendar days of the date of Microsoft's invoice. Please note 
that failure of payment to Microsoft may result in service suspension. Enterprise Customer may 
receive additional Flex Allowance which may be applied towards new proactive services, enhanced 
services and solutions services, and/or custom proactive services. Should Customer fail to allocate 
the Flex Allowance prior to the contract anniversary, Microsoft may apply the additional Flex 
Allowance towards new proactive credits. 
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M icrosoft Unified - Rate Table 

Enterprise package Server 

Year 2 Discounted Rate % 
6.45% 

Year 3 Discounted Rate% 
7% 

; Billing Schedule 
I 

One Time Payment 

One Time Payment 

One Time Payment 

Total Fees (excluding taxes) 

Support for Microsoft Products 

User 

4.84% 

5.25% 

■ 
■ 

Billing Date 
(M/d/yyyy) 
3/15/2025 

3/15/2026 

3/15/2027 

Microsoft 

Azure 

6.45% 

7% 

Fee USD 

133,124.31 

143,108.43 

156,311.69 

$ 432,544.43 

Microsoft will provide support for Customer's licensed, commercially released, and generally 

available Microsoft products, and cloud services subscriptions purchased by Customer or 

Customer's Affiliate: i) under the licensing enrollments and agreements, as indicated in Appendix 

A; and ii) during the Term of this Work Order. Such products and subscriptions exclude those 

purchased by any party that is not Customer's Affiliate as of the Support Commencement Date. 

Customer Named Contact(s). 
Any changes to the named contacts should be submitted to Microsoft Contact. 

Name of Customer Support Service Administrator 
Firas Azez 

Street Address Contact E-Mail Address 
722 Moody Ave, 2nd FL Firas.Azez@galvestoncountytx.gov 

City State/Province Phone 
GALVESTON TX 409-770-6200 

Country Postal Code Fax 

United States 77550 

Unforeseen Circumstances. In the event of unforeseen circumstances resulting from causes 
beyond Microsoft's commercially reasonable control, Microsoft will not be responsible for any 
delay or inability to perform Cybersecurity Incident Response Services. 

Public Statements. Customer is not permitted to make any public statements identifying or 
regarding Microsoft, its Affiliates, or its contractors/subcontractors in relation to the Event or the 
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■ 
■ Microsoft 

services, findings, Services Deliverables, or other information provided under this Work Order 
without its express prior written consent. 

Use, ownership, restrictions and rights. 

Products. 

"Product" means all products identified in the Product Terms, such as all Software, Online Services 

and other web-based services, including pre-release or beta versions. Product availability may 

vary by region. "Product Terms" means the information about Microsoft Products and Professional 

Services available through volume licensing. The Product Terms are published on the Volume 

Licensing Site and is updated from time to time. "Volume Licensing Site" means 

http://www.microsoft.com/licensing/contracts or a successor site. 

All products and related solutions provided under this Work Order will be licensed according to 

the terms of the license agreement packaged with or otherwise applicable to such product. 

Customer is responsible for paying any licensing fees associated with Products. 

Fixes. 

"Fixes" means Product fixes, modifications, enhancements, or their derivatives, that Microsoft 

either releases generally (such as service packs), or that Microsoft provides to Customer when 

performing Professional Services (all support, planning, consulting and other professional services 

or advice, including any resulting deliverables provided to Customer under this Work Order, to 

address a specific issue. "Professional Services" means Product support services and Microsoft 

consulting services provided to Customer under this Work Order. "Professional Services" or 

"services" does not include Online Services, unless specifically noted. 

Fixes are licensed according to the license terms applicable to the Product to which those Fixes 

relate. If the Fixes are not provided for a specific Product, any other use terms Microsoft provides 

with the Fixes will apply. 

Pre-existing Work. 

"Pre-existing Work" means any computer code or other written materials developed or otherwise 

obtained independent of this Work Order. 

All rights in Pre-existing Work shall remain the sole property of the party providing the Pre­

existing Work. Each party may use, reproduce and modify the other party's Pre-existing Work only 

as needed to perform obligations related to Professional Services. 

Services Deliverables. 

"Services Deliverables" means any computer code or materials, other than Products or Fixes that 

Microsoft leaves with Customer at the conclusion of Microsoft's performance of Professional 

Services. Upon payment in full for the Professional Services, Microsoft grants Customer a non-
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I Microsoft 

exclusive, non-transferable perpetual, fully paid-up license to reproduce, use and modify the 

Services Deliverable, solely in the form delivered to Customer and solely for Customer's internal 

business purposes, subject to the terms and conditions of this Work Order. 

Non-Microsoft software and technology. 

Customer is solely responsible for any non-Microsoft software or technology that it installs or uses 

with the Products, Fixes, or Services Deliverables. 

Affiliates' rights 

"Affiliate" means any legal entity that controls, is controlled by, or that is under common control 

with a party. "Control" means ownership of more than a 50% interest of voting securities in an 

entity or the power to direct the management and policies of an entity. 

Customer may sublicense the rights contained in this section relating to Services Deliverables to 

its Affiliates, but Customer's Affiliates may not sublicense these rights and Customer's Affiliates' 

use must be consistent with the license terms contained in this Work Order. 

Restrictions on use. 

Customer must not (and is not licensed to) (1) reverse engineer, decompile or disassemble any 

Product, Fix, or Services Deliverable; (2) install or use non-Microsoft software or technology in any 

way that would subject Microsoft's intellectual property or technology to any other license terms; 

or (3) work around any technical limitations in a Product, Fix or Services Deliverable or restrictions 

in Product documentation. Except as expressly permitted in this Work Order or Product 

documentation, Customer must not (and is not licensed to) (1) separate and run parts of a Product 

or Fix on more than one device, upgrade or downgrade parts of a Product or Fix at different times, 

or transfer parts of a Product or Fix separately; or (2) distribute, sublicense, rent, lease, lend any 

Products, Fixes, or Services Deliverables, in whole or in part, or use them to offer hosting services 

to a third party. 

Reservation of rights. 

Products, Fixes, and Services Deliverables are protected by copyright and other intellectual 

property rights laws and international treaties. Microsoft reserves all rights not expressly granted 

in this agreement. No rights will be granted or implied by waiver or estoppel. Rights to access or 

use Software on a device do not give Customer any right to implement Microsoft patents or other 

Microsoft intellectual property in the device itself or in any other software or devices. 

Microsoft Professional Services Data Protection Addendum and 

Confidentiality. 
"Professional Services Data" means all data, including all text, sound, video, image files, or 

software, that are provided to Microsoft by, or on behalf of, Customer (or that Customer 
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■ 
■ Microsoft 

authorizes Microsoft to obtain from an Online Service) or otherwise obtained or processed by or 

on behalf of Microsoft through an engagement with Microsoft to obtain Professional Services. 

The data protection terms applying to Professional Services in effect on the effective date of this 

Work Order and available at https: //aka.ms/ eswodpa are incorporated herein by this reference. 

For liability arising out of either party's confidentiality obligations relating to Professional Services 

Data provided under this Work Order, each party's maximum, aggregate liability to the other is 

limited to direct damages finally awarded in an amount not to exceed the amounts Customer paid 

for the applicable Professional Services under this Work Order. 

Attachments 

The following documents are attached at the execution of this Work Order: 

f7 Exhibit: Un ified-DART-Cybersecu rityl ncidentResponseEx hi bit_ Ga lveston.docx 

Microsoft Contact 
Customer contact for questions and notices about this Work Order. 

Microsoft Contact Name 

Leslie Foster 

Phone Contact E-Mail Address 
v-lfoster@microsoft.com 
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I Microsoft 

Appendix A 
As of the Support Commencement Date, below is a list of your declared licensing enrollments 

and agreements for which Microsoft will provide support services as defined within this Work 

Order. 

Customer Name Licensing Program Licensing Enrollment/ Agreement 

Number/Billing Account ID 

GALVESTON COUNTY- Enterprise 6 5251467 

61941457-AZURE GCC COMM 

GALVESTON COUNTY Enterprise 6 61941457 
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Microsoft Support Services Exhibit 

Cybersecurity Incident Response Services 

Enterprise Services Work Order GVS12503-1011543-1011543 

This Exhibit is made pursuant to the Microsoft Enterprise Services Work Order identified above 
("Work Order"). The terms of the Unified Support Services Description ("USSD") and Work Order 
are incorporated herein by this reference. Any terms not otherwise defined herein will assume the 

meanings set forth in the USSD and Work Order. 

Cybersecurity Services Overview. 
Customer is entitled to the below specialized cybersecurity-related assistance with the purchase of 
Microsoft Cybersecurity Incident Response ('Cybersecurity Services'). 

Detailed Service Description. 

Requests should be initiated through a support case, as indicated in the USSD. Please note that 
standard expected response times apply. Support cases will be triaged to specialized teams for 
additional support, if necessary. 

The Cybersecurity Services will be provided to you by a team of Microsoft support resources that 

may include: 

• Your Unified Support Customer Support Account Manager ("CSAM"); 

• A team of Microsoft engineers ("Engineers") from the Detection and Response Team (DART) with 
deep knowledge of cybersecurity Incident Response 

• Microsoft Security Cloud Solution Architects (CSAs) with specialized skills to augment the Detection 
and Response Team (DART) engineers. 

How to Engage for a Cybersecurity Incident: 

• Open a reactive support case, as outlined in the USSD, noting a potential security incident. 
Initial investigation will be performed and DART will be engaged when deeper 
investigation and/or containment measures is warranted. 

• Standard expected response times apply for all reactive support cases. 

• All proactive engagement requests will be initiated through the Customer's Customer Success 
Account Manager (CSAM). 

How to Engage for pre-incident Services: 

• Contact your CSAM to scope and schedule pre-incident Services. 
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Incident Response Services: 

1. Services Within Scope 

Areas within scope I Assumptions 

Pre-Incident Services 

Customer may use available Cybersecurity Incident 
Response hours for pre-incident Services. 
• Types of Services Within Scope 

o Cybersecurity Incident Response service 
on boarding 

o Compromise assessments 
■ Cybersecurity Zero Trust architecture 

and resiliency risk assessments 
o Threat intelligence briefings 
o Incident Response Plan (MIRP) best practices 

review and preparedness feedback 

On-Premises System Investigation: 
• Investigation of Windows environments, 

including: 
o Workstations 
o Member servers 
o Domain controllers 

• Investigation of Linux environments within the 
supported distributions/versions. 

• specific scope and hours estimates 
customized per delivery 

• Standard staffing lead times apply 

• Services out of Scope: Non-Security 
related engagements 

• The assessment provides: 
o Threat hunt and forensic analysis of 

machines of interest. 
o Reverse engineering of suspicious 

files. 
o Security configuration assessment of 

Active Directory/Microsoft Entra ID. 
o Analysis /remediation of supported 

endpoints 
• Linux endpoints may be in scope for 

cybersecurity Incident Response 
engagements, but in a limited format. In­
scope, non-Windows operating systems 
may include, but are not limited to: 
o Red Hat-Red Hat Enterprise Linux 

(RHEL), Fedora, CentOS, Almalinux, 
and Oracle Linux. 

o Debian-Debian, Ubuntu, Mint OS, 
and Kali. 

o SUSE---openSUSE, SUSE Linux 
enterprise desktop (SLED), and SUSE 
Linux Enterprise Server (SLES). 

Investigation of MacOS systems, where 
Defender for Endpoint (MDE) can be deployed 

Note that compatibility with Microsoft security 
technologies may be dependent on kernel 
version. Previous kernel versions may be 
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Microsoft Entra ID & 0365 Investigation: 

Microsoft will assist with assessment of Microsoft 
Entra ID/Office 365 environments, including: 
• 0365 tenant(s) 
• Microsoft Entra ID (AAD) 

Tactical Recovery & Containment: 
• Assistance in containing and recovering from a 

security incident, which includes support for: 
o Restoration and hardening of critical Tier 0 

assets, such as Microsoft Entra ID, HyperV, 
Windows Server Update Services (WSUS), 
Active Directory Federation Services (AD FS), 
and Active Directory Certificate Services (AD 
CS). 

o Hardening of key cloud services related to 
the protection of attack paths frequently 
used by Threat Actors in products such as 
Exchange Online Protection (EOP), Defender 
for Office 365 (MOO), Microsoft Entra ID and 
it's associated sub-services. 

o Regain control of the customer's Microsoft 
identity by disrupting the attacker's activity. 
This may be achieved through a 
combination of actions including: close the 
Command-and-Control (C2) channels, 
harden identity, endpoints, and servers, 
isolate and rebuild planning and support or 
guidance of compromised systems. 

2. Services Out of Scope - Incident Response 

supported on a commercially reasonable 
effort basis. 

Out of scope operating systems include (but 
are not limited to): 

o Custom Linux kernels 
o BSD 

Assessment provides: 
• Investigation of suspected identities and 

potentially compromised accounts 
• Investigation of key data points across 

0365 services 
• Security components assessment of 0365 

Architecture 
• Risk management recommendations to 

protect 0365 services 
• Custom threat profile of high-risk users 

Any area not explicitly listed in "Areas Within Scope" is out of scope for this Exhibit. Out of scope 
areas for this engagement include, but are not limited to, the following: 

Unified-DART-Cybersecurity lncidentResponseExhibitv1 .O(WWJ(Eng lish)(Apr2024) Page 15 of20 



• Analysis of Networking equipment 

• Comprehensive analysis of endpoints running legacy (unsupported) operating systems 

• Data migration activities 

• Provision of formal training 

• Decryption support for encrypted files or hosts 

• Investigation, validation, or remediation of individual security alerts or indicators of 
compromise outside of active incident response engagement 

• Constant, or continuous, security monitoring after the engagement has concluded 
and/or monitoring outside of standard business hours 

• Providing decryptors for encrypted systems 

• Ransomware negotiation 

• Any work that is required to meet evidentiary standards for legal admissibility in a court 
of law 

• Preparation of systems run books, playbooks, or operational manuals 

• Project management of individual projects 

• Asset discovery and inventory 

3. Assumptions 

Support services delivered under this Exhibit are based on the following prerequisites and 
assumptions: 

• This Exhibit is considered the baseline scope 
document outlining Microsoft's responsibilities for assistance. 

• This 
Exhibit is generated based upon currently known information deemed to be accurate an 
d correct. 

• All Support Service resources will have 
the appropriate level of security access and access to 
relevant data required to complete Project-related efforts. 

• All work is delivered during normal business unless otherwise mutually agreed. 
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• Cybersecurity Incident Response is typically staffed by a shared cybersecurity incident res 

ponder resource pool. 

• Only currently supported Microsoft operating systems are guaranteed to be in-scope. Non­
supported Microsoft operating systems may be deprecated from analysis at any time. 

• Written deliverables are available in English language only. 

• Services may be delivered remotely or onsite at customer location based on the 

agreement of the parties. 

Customer wil I provide: 

• Accurate and complete information provided, as needed, including identification 

of systems of interest, overviews of IT infrastructure/topology, and findings from relevant 

investigation(s). 

• Subject matter specialists and Systems Administrators, 

as necessary, so that proper access to system may be obtained. 

• Timely decisions and approvals by management, as needed. 

• Full empowerment for security incident responders to fully perform the forensic investigative 
processes and procedures it employs as part of its standard protocols, free of encumbrances 
created by third-parties, such as other incident response vendors. Any failure by Customer, or its 
representatives or agents, to fully empower Microsoft to perform its work may result in delays of 
service or inadequate outcomes. 

4. Customer System Requirements 

• An operational solution to remotely deploy the required tools for the Incident Response 
engagement (e.g., SCCM, Active Directory GPO, or other). 

• Maintain Microsoft Entra ID accounts with Global Administrator permissions, as needed. 

• Deployment of specialized analytics tools, indicated and provided by the Microsoft cybersecurity 
delivery team. Tools required for analysis, may include the following, among a range of 
potentially required analytics tools: 

o Fennec: Fennec is a Microsoft 
proprietary tool, which will be provided by Microsoft directly to 
the Customer when ready to deploy. Fennec is an "agentless", one-time 
scanning tool that provides an investigative snapshot of scanned machines. 

o Linux 
Forensic Examination Tool("LIFE"): LIFE is a proprietary tool, which will be provided by Micros 
oft directly to the Customer when ready to deploy. LIFE gathers a snapshot of information 
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about files, programs, processes, and users on Linux 
machines throughout their organization to augment the Incident Response investigation. 

o FoX: FoX is a proprietary forensics tool deployed to machines if particular interest or where 
deeper additional information is required. 

o Arctic: Arctic is a tactical identity forensics tool that enumerates aspects of Active Directory 
Domain Services to allow for identification of adversary persistence 

o Cosmic: COSMIC is an Azure cloud forensics tool that enumerates aspects of Entra ID to allow 
for identification of adversary persistence. 

o Microsoft Defender for Endpoint: Microsoft's endpoint detection and response (EDR) 
solution provides continuous monitoring for additional adversary activity. An 
agent is required for in-scope, non-Windows 10/11 machines. 

o Microsoft Defender for Identity: Defender for Identity analyzes authentication traffic on 
Customer's Domain Controllers to identify suspicious activity and identity-based attacks. 
Solution requires an agent to be deployed to each Domain Controller, Active Directory 
Certificate Services (ADCS) and Active Directory Federation services (ADFS) where applicable. 

5. Access required for analysis: 

• Global Administrator access in Microsoft Entra ID is required for successful completion of the 
engagement. 

• Microsoft may leverage access into your Azure and Office 365 environment to perform analysis 
and investigation. 

Note: Microsoft will notify Customer if additional tools are required based on initial findings 

and understanding of the specific scenario. 

6. Deliverables 

Deliverables for Cybersecurity Incident Response engagements may include: 

Deliverable Description 

Outbrief an "outbrief' document in Microsoft Powerpoint format, prepared by the delivery team, 
Report summarizing key investigative findings, which may include assessment of risk and/or 

recommendations for remediation 

Outbrief an outbrief presentation to Customer verbally to communicate the findings described in 
Presentation the outbrief document 

Timeline if technically feasible and supporting data exists, a timeline document in Microsoft Excel 

Report identifying and documenting the location of relevant supporting data and files analyzed 
during the course of the engagement 
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Power Bl 
Dashboard 

a Microsoft PowerBI Dashboard showing technical information concerning the findings 
from the Fennec scanner, except in rare circumstances when it cannot be generated for 
technical reasons 

Deliverables (as defined above) will be delivered within the ten (10) calendar days following 
the conclusion of the Cybersecurity Incident Response engagement, unless Customer choose 
not to receive the Deliverables. The Customer's choice not to receive the Deliverables is no 
fault of Microsoft under any circumstances, and any obligation of Microsoft to deliver said 
Deliverable(s) expires 10 calendar days after the final day of the engagement, unless otherwise 
mutually agreed by Microsoft and Customer. 

Cybersecurity Incident Response deliverables may provide the following: 

• Identity of systems that may be compromised 

• Identity of systems that may be vulnerable (e.g., machines missing critical patches and/or 
antivirus definitions and identification of commonly exploited applications) 

• Results of forensic analysis of hosts of interest 

• Results of reverse engineering of suspicious files 

• Guidance for a customer to take proactive steps to improve their security posture 

Cybersecurity Incident Response deliverables do not provide the following: 

• Attribution of attacker including the identity, motives or origin 

• Chain of custody of evidence (e.g., IOCs) 

• Compliance assessment with any standard or framework, e.g., security or privacy 
standards 

• Remediation efforts 

• Source code review 

• Organizational change management 

• Technical and/or architectural IT systems design 

• Detailed analysis or risk assessments of existing security controls and 
how they are implemented 

Customers who seek findings pertaining to compliance and regulations should be conducted 
separately by professional seivices firms that specialize in audit and 
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assurance. Customers should independently validate whether a 
Microsoft Cybersecurity Incident is covered by their insurance policy, if applicable. 
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